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CYBER
AT TACKS

ARE RISING
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LYBER
THREATS

= EVOLVING

Attackers can now generate
highly realistic phishing
messages, deepfake videos, and
voice scams within minutes.

This makes detection
more difficult than ever.
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KEY RISKS:

= Al-generated phishing
messages that look legitimate

m Deepfake voice/video
impersonation of kith & kin

= Faster and more targeted
social engineering attacks
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HOW TO AVOID/
STAY SAFE ?

= Verify before you trust:
Always confirm unusual
requests (especially financial)
via a secondary channel

= Check message authenticity:
Look closely at sender names
and suspicious links
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Avoid sharing sensitive data
on Al tools or unknown
platforms

Be cautious of urgency:
Attackers often create
pressure to bypass judgment

Report suspicious activity
immediately
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REMEMBER:

If something feels
unusual,
pause and verify.



